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DA FORM 7770, FEB 2023
CERTIFICATE OF SANITIZATION
APD
10. Media Type
8. Serial Number
Damage
Crypto Erase
Other:
Degauss
Overwrite
Block Erase
Purge
Clear
Destruct
Manufacturer
Other (specify in details area)
12. Classification
13. Data Backed up
1. Name (Last, First, Middle)
6. Make/Vendor
2. Title
3. Organization
4. Location
11. Source (i.e. the identification of the system the media came from)
15. Method Type:
16. Method Used:
14. Backup Location (use term OJT if this form is being used as a training record)  
17. Method Details:
19. Verification Method:
20. Post Sanitization Classification:
24. Signature 
25. Date
23. Details
I attest that the information provided on this statement is accurate to the best of my knowledge.
27. Title
26. Name (Last, First, Middle)
29. Location
30. Phone  
31. Signature
32. Date
28. Organization
CERTIFICATE OF SANITIZATION
For use of this form, see DA PAM 25-2-8; the proponent agency is DCS,G-6.
18. Tool Used (include version):
21. Notes: Refer to the back of this form for instructions in completing this form.
MEDIA DESTINATION
VALIDATION
SIGNATURE
SANITIZATION DETAILS
MEDIA INFORMATION
DA FORM 7770, FEB 2023
5. Phone
7. Model Number
9. Media Property Number (if available)
Yes
No
Unknown
Full
Quick Sampling
Other:
22. 
Internal Reuse
External Reuse
Recycling Facility
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PREVIOUS EDITION DATED MAR 2019 MAY BE USED.
CERTIFICATE OF SANITIZATION (Continued)
Instructions:  The steps below, as identified in the DA PAM 25-2-8, Sanitization, are recorded in the form on the front page and this page as noted below. If an electronic record in a database is used to capture the data on this form as the record of sanitization or On-The-Job Training (OJT), then all the relevant data elements shown on this form must be captured properly and the database application must generate audit logs with a mechanism that establishes a "digital signature" that holds both the person performing the procedure and validating the procedure accountable for their actions. This form must be digitally signed or signed with a "wet" signature in a manner acceptable by Army standards where accountability is essential. The method used to sign this form must meet the requirement of non-repudiation for the performer and validator of the sanitization. Units will follow the implementation guidance in the DA PAM 25-2-8, as appropriate to the media being sanitized, to ensure steps are not overlooked in the process. Storage media (to include hard drives) will be physically controlled and safeguarded in the manner prescribed for the most sensitive designation, or the highest classification level, and category of data ever recorded on the media until purged (and declassified), degaussed or destroyed using approved procedures. Personnel performing this procedure will contact their organization's Information System Security Manager (ISSM) to make sure they meet the Army requirements for performing the procedure in accordance with AR 25-2, Cybersecurity and associated DA PAMs as well as local command guidance. 
a. In blocks 1-5 on the front of this form record the information needed to identify the person performing the procedure or undergoing On-the-Job Training (OJT). 
b. In blocks 6-14 on the front of this form record the information needed, especially serial number and type of media and where the media came from, that is the system or device where the media was last used, in block 11, the original classification of the media before the purge in block 12, if the data was backed-up that was originally on the media in block 13, and the location of the backup data in block 14. If the data was not backup, place the note "N/A" in block 14. If this form is being used for OJT place the note "Being used as OJT Form" in block 14. 
c. Determine if the electronic storage media needs to be cleared, purged, degaussed, or destroyed. Disconnect the computer from the network. Using one of the Army's or NSA's approved purge tools, purge the electronic storage media. Complete the purge in accordance with the published instructions provided by the manufacturer and consistent with the guidance outlined in DA PAM 25-2-8 and the user's manual for the tool or device. For example, if the Universal Purge Tool (UPT) is used, then the User's Security Manual provided by CECOM SEC, the UPT's maintainer, will be used to perform the step by step procedures. If a degausser is used then the NSA approved device's user's manual will be followed to ensure the procedure is properly performed. 
d. Record the information documenting the procedure performed and identifying the tools used in blocks 15-18. 
e. Verify that all data has been removed from the entire electronic storage media by printing the report generated by the purge tool and viewing the purge pattern using the procedures outlined in DA PAM 25-2-8 and the user's manuals provided with the purge tool or purging device. Record the information for the verification in blocks 19 and 20 on the front page of this form. 
f. Complete and affix a signed label verifying that the drive has been purged to the media (refer to DA PAM 25-2-8). Local managed forms can be used to label the purged media since the variety of media employed makes it impractical to have a standard form for that purpose but the local form must refer to this form and this form must be retained on file by the organization ISSM for five years. This form, in either electronic or paper form as designated by the ISSM is an inspectable item. 
g. The person performing the procedure completes blocks 22 and 23 to document the disposition of the media, and will sign block 24, and put the date of signature in block 25. The person performing the procedure will notify and provide the proper paperwork/electronic document to their ISSM or to the person the ISSM designates. The person performing the purge will notify and provide the proper paperwork to their property book officer. 
h. The ISSM will have a trained person, other than the person who performed the purge, randomly verify the purge process has been successfully completed using the guidance in the DA PAM 25-2-8. 
i. If this checklist is used as an OJT form, then add initials of the qualified testing officer/manager/administrator will be noted in blocks 26-30 with the statement in block 23 stating that "I [name of person administering the hands on test] verify that [name of person being tested] successfully demonstrated to me their ability to perform the procedures above on [date]. 
j. The ISSM or ISSM's designated representative that is validating the sanitization or OJT will then sign in block 31 and date in block 32.          
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